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ABSTRACT 

Security of IT infrastructure is critical in the modern digital environment, particularly for industries that manufacture 

clothing. The application of the Wazuh Security Information and Event Management (SIEM) system to improve 

security monitoring and compliance for an IT system in the apparel industry is the main topic of this study. To 

improve the apparel industry cyber threat monitoring system in real-time monitoring, detecting the threat vectors 

that support the centralized management system, to meet these objectives of the company, an SIEM security 

management system has been installed and configured with the components of Wazuh manager, indexer, Wazuh 

agent, and Wazuh dashboard as well. An Oracle virtual lab environment was created to install and configure the 

Wazuh system a robust Linux operating system was installed at the server level and Windows 10 was installed on the 

client end to the authenticity failure of the security system. To implement the Wazuh system, the project management 

guideline was followed which ensured the planning and implementation of the project, testing phases, and along 

with review and maintenance. Wazuh security management system successfully identified the authentical failure 

reports and vulnerabilities and generated automated reports from the system that showed the result of 1 critical, 19 

high, and 5 medium levels of vulnerabilities shown in Figure 6, and the necessary patch recommended to solve the 

critical issues. On the other hand, the system also generated security events as well as integrity monitoring system 

reports. The deployment of the Wazuh security management system ensured the robust cost-effective security 

management system with high quality for detecting cyber threats which supports the regulatory and compliance 

requirements and is a viable tool for the apparel industry to protect the stakeholders’ interest. 

Keywords: Wazuh, Apparel, Dashboard, SIEM, Vulnerability. 

 

1 INTRODUCTION 

Security of IT infrastructure is critical in today's digital environment, particularly for industries that manufacture 

clothing. The main purpose of this research is to implement the Wazuh security system to enhance and monitor the 

security system of the apparel sector. This security concern is also the compliance and regulatory requirements. This 

security system ensures real-time threat detection and monitoring by using the Wazuh centralized system, and the 

generation of automated vulnerability reports from the system with the help of the Wazuh components such as 

manager, indexer, agent, and dashboard [1-2]. 

In the 21
st
 century, a robust and user-friendly information technology platform is highly required for the apparel 

industry like other sectors to meet the users' requirements to ensure the supply chain management, online product 

searching and procurement facilities, and complete the billing process as well. On the other hand, there is a high risk 

of potential threats of cyber threats and a huge amount of money steals through these cyber-crimes all over the world 

[3-4]. Not only that to ensure the stakeholders’ equity and their brand images, but it is also a mandatory requirement 

to comply with regulators' guidelines. 

 

1.1 Problem Statement 

The apparel industries produce different products to serve our society which is a basic requirement in the daily life of 

the people. Ensuring the security threats in the apparel sector is a huge challenge for the IT and security operation 

centre (SOC) team. To ensure the security of the company's security monitoring system and to improve it, a robust 

security SIEM solution is needed [5]. The organization's ability to combat potential security threats and compliance 
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issues like inconsistent security monitoring, manual incident response, lack of visibility, and compliance challenges has 

decreased due to the absence of a centralized and real-time security monitoring system [6-7]. 

 

1.2 Objective 

The primary goal of this project/paper is to use Wazuh to monitor the apparel’s IT security system through the 

implementation of a comprehensive Security Incident and Event Management (SIEM) system. The Wazuh server, 

agent, indexer, and dashboard must be deployed and configured correctly to create a strong security system. 

Nonetheless, this configuration facilitates the garment's efficient detection and monitoring of possible cyber threats. 

The primary goals of this initiative are as follows. 

1. To install and configure the Wazuh server, indexer, agent, and dashboard. 

2. To create automatic reports regularly to record the IT system of the company’s security posture. 

3. To generate different reports on vulnerabilities, authentication failure, and alert summaries. 

 

The problem statement, project goals, suggested remedy and tools used in the Wazuh SIEM system installation for 

the apparel sectors are described in this introduction. To clearly understand the objectives of this research paper, the 

literature review part has been discussed in section 2, the methodology and solution have been placed in section 3, 

the result and discussion part belongs to section 4, and finally conclusion has been orchestrated in section 5. 

 

2 REVIEW OF THE RESEARCH 

To address the problem statement and the objectives of this research work, a reliable and cost-effective solution 

Security Incident and Incident Management (SIEM) is required to be implemented in the apparel industry. To protect 

and ensure the security system of the IT infrastructure in the apparel sector, the Wazuh system is reliable and cost-

effective and very renowned worldwide because the system has a building option for the Wazuh manager to ensure 

the controlling part of the server, agents help to collect the information from the end-users, indexer organized the 

data, and dashboard help to generate the automated IT system vulnerability reports [8-9]. 

 

2.1 Wazuh Monitoring System 

Strong real-time monitoring capabilities are provided by the Wazuh system, which is crucial for the IT infrastructure 

of the clothing sector [10]. The system collected the data from the users’ end and instantly identified the vulnerabilities 

and corresponding risks in the IT system in the apparel industry. Based on this information the information security 

team of the company can take the corrective measure to protect the IT system [11-12]. One of the best features of 

the Wazuh system is the monitoring and system checking option that is in real-time. 

 

2.2 Detection of Cyber Threat in Wazuh System 

The algorithm for the detection and identification capability of cyber threats is built into the Wazuh system which 

can identify the signature-based security threats for the company. This system is also capable of identifying 

behavioural-based system vulnerabilities. By using these two features, the Wazuh system is widely used in the garment 

sectors and others where the system can detect malware and other types of sophisticated attacks which ensures 

running the company’s business smoothly [13-14]. 

 

2.3 Log Management in Wazuh System 

The Wazuh system has the strength to record the logs of the IT system centrally which helps to analyse the trend of 

the system, vulnerability, risk grading, operating system updates, and any other types of misconfigurations of the 

system [15]. The Security Operation Centre (SOC) team can take immediate remedy to protect the system from 

cybercrime. All the logs from different end-users accumulated in the central database which helps to do the system 

audit as well [16-17]. 

 

2.4 Report Management System in Wazuh  

The Wazuh system dashboard is very user-friendly as well as a powerful tool to display reports that can be customized 

as per the users’ requirements, especially in the apparel industry. The implementation and customized administration 

of the system and user manual are available in the open-source platform on the Wazuh website [18-19]. The 

automated reporting system helps to generate the reports centrally. 

 

2.5 Using Wazuh for Compliance 

All over the world, every country has its compliance guidelines which are imposed by the regulators. So, for apparel 

industry is one the most income-generating sectors for many countries like Bangladesh, Vietnam, India, China, Sri 

Lanka, and other non-developed countries [20] To comply with the regulators’ requirements is highly important to 

sustain their business in this sector. The Wazuh system is one the powerful systems that can ensure all sorts of reports 

that can address the regulators’ standard requirements as per their compliance guidelines [21].  
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3 METHODOLOGY AND SOLUTION 

To research the security system of the IT platform of the apparel sectors, Wazuh is a strong SIEM security system that 

ensures the smooth installation, configuration, monitoring, and reporting the vulnerabilities, threat detections, event 

log management, and integrity monitoring system. This section strictly follows the project deployment guidelines 

such as planning which gathers the requirements of the garments industry, and implementation of the Wazuh system 

as per the requirement of the project owners. The others such as testing have been completed properly with 

appropriate and adequate evaluation of the system, and finally, observing and maintaining the security system. The 

research project was segregated into different phases which produced the result successfully. 

Before implementing the Wazuh system for apparel’s IT infrastructure, a lab environment was created where the 

Linux operating system was deployed in the server, and the Wazuh agents were installed in the user-end where the 

operating system was Windows 10. The authentication failure testing has been completed by using Windows 10 user 

credentials. 

The high-end laptop with core i7 and 64GB DDR4 RAM were used whereas Windows 11 was used as the operating 

system. The Oracle Virtual Box is used as a lab environment in this high-end laptop to perform tasks smoothly. The 

operating system for this Oracle virtual box was a Linux operating system for a server where the Wazuh manager 

was installed, and Windows 10 was installed at the user end for the Wazuh agent. The following sections detail the 

steps involved in the research methodology: 

 

3.1 Phase 1: Planning of Wazuh System 

Before implementing the Wazuh SIEM system, the current Information Technology (IT) security system and its 

requirements have been analysed properly through a comprehensive study. A thorough project plan that includes 

deliverables, deadlines, and milestones. The implementation plan of the Wazuh system is shown below in Figure 1. 

 

 

Figure 1: Logical Process Flow Diagram of Wazuh System 

 

3.2 Phase 2: Implementation of Wazuh System 

The following configuration and setup procedure have been completed to implement the Wazuh system. The 

installation screenshots are shown in Figure 2, Figure 3, and Figure 4 for Wazuh Manager, Agent, and Dashboard. 

• Wazuh Manager: install and configure Wazuh Manager, the central server for security event management and 

analysis. 

• Wazuh Agents: Install and configure Wazuh Agents to gather security data on a variety of IT end-users and 

servers. 

• Wazuh Indexer: Configure Wazuh Indexer to index and store gathered data, enabling effective retrieval and 

search. 

• Wazuh Dashboard: Dashboard installation and configuration to monitor the IT cyber threat monitoring system 
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Figure 2: Wazuh Manager Configuration 

 

 

 
 

Figure 3: Wazuh agent Configuration 

 

 

 

Figure 4: Wazuh dashboard 
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3.3 Phase 3: Testing of Wazuh System 

To test the implementation, configuration, and system function properly the following activities have been checked 

properly which are as:  

• Ensure the Agents, Indexer, Wazuh Manager, and Dashboard are all installed and set appropriately. 

• Verify that accurate data collection, storage, and indexing of security is occurring. 

• Evaluate the Wazuh system's performance under various load scenarios to make sure it can manage the amount 

of data from the IT system. 

• Enhance system performance to reduce latency and guarantee prompt security issue detection and response. 

 

3.4 Phase 4: Evaluation of the Wazuh System 

To evaluate the Wazuh SIEM system, the following actions were taken which are below:  

• Checking the trends, patterns, and possible weaknesses in the security data gathered from the Wazuh system. 

• Checking of automated reports to track IT security systems.  

 

3.5 Phase 5: Overview and Maintenance 

The following steps were taken to ensure the functionality of the Wazuh security management system of the IT 

system that is as follows:  

• To ensure the machine state is always in the save mode before down the virtual lab environment. 

• To check all the components and installation status of the Wazuh manager, indexer, agents, and dashboard 

for proper functioning. 

 

4 RESULTS AND DISCUSSIONS 

The Wazuh SIEM solution was deployed, and the company's IT security posture has significantly improved since then. 

The system was tested and produced positive results in the Oracle Virtual lab setting. The Wazuh SIEM system, a 

complete security monitoring solution, was installed in the lab setting. This allowed it to quickly detect and handle 

any threats, guaranteeing robust protection against cyberattacks. The Wazuh dashboard, discussion sections, and 

results, however, have been arranged individually and in detail below. 

 

4.1 Outcomes 

4.1.1 Authentication Failure Log 

After three unsuccessful attempts to log in using the incorrect password from Windows 10 (Wazuh agent), the Wazuh 

system manager was able to locate the authenticity failure logs, which are displayed in Figure 5 below. Three separate 

attempts were made to verify the system, which is depicted in Figure 5 under authentication failure in the security 

events, to test the authentication failure checking procedure. 

 

 

Figure 5: Authentication failure logs 

 

4.1.2 Analysis of Vulnerability Dashboard 

After a thorough analysis, the vulnerability dashboard showed that there was a total of 1 critical, 19 high, 5 medium, 

and 0 low vulnerabilities in Figure 6. 

 



Wazuh SIEM for Cyber Security and Threat Mitigation in Apparel Industries 

141 

Figure 6: Vulnerability shown in Wazuh Dashboard 

 

The following results, such as 1 critical, 19 high, 5 medium, and 0 low vulnerabilities, were found from the Wazuh 

dashboard after the vulnerability dashboard in Figure 6 was examined. The operating system version 3.4.9 was 

utilized in this lab, and the advice is to reduce the cyber threat of critical vulnerability, which is under CVE-2022-

0582. Patch 3.4.11 was suggested in this instance to address the critical vulnerability. The Wazuh dashboard found a 

total of 19 high vulnerabilities, which are also shown in Figure 7, which shows 12 vulnerabilities instead of 19 

vulnerabilities. 

 

  

Figure 7: High-severity vulnerabilities 

 

4.2 Report Generation from Wazuh Dashboard 

By using the Wazuh dashboard 2 types of reports named i) Security Events, and ii) Integrity Monitoring were 

generated to analyze the severity of the IT security system. 

 

4.2.1 Report on Security Events 

The type and frequency of different security warnings are shown in the group summary and security events report 

(Figures 8 and 9). Changes to the Windows audit policy, audit failures, unsuccessful login attempts, and adherence 

to security standards were among the main problems (Table 1). Configuration assessments (397 alarms), Windows 

security events (38), policy modifications (17), and Windows apps (13) were the top 5 alert groups (Table 2). 
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Figure 8: Wazuh alerts summary 

 

 

 

Figure 9: Wazuh groups summary 
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Table 1: Analysis of alert group based on the top 5 alerts 

No. Issues Description 

1 
Changes to the Windows Audit Policy (ID: 

60112) 

Indicates modifications to the audit policy, which 

may have an impact on security surveillance. 

2 
The event ID for the Windows Audit Failure 

(ID: 60104) 

Draws attention to unsuccessful audit events, 

indicating possible setup errors or security breaches 

3 
Incorrect Password or Unknown User-Login 

Failure (ID: 60122) 

Indicates failed attempts at logging in, which may 

be a sign of efforts at unauthorized access. 

4 

Verify that "Allow Basic Authentication" is 

deactivated in the CIS Benchmark for 

Windows 10 Enterprise (ID: 19008). 

Assures adherence to security standards, which is 

essential for keeping an environment safe. 

5 
Session Environment Not Able to Process 

Event Notification (ID: 60775) 

Indicates problems with notification handling, 

which may impair system responsiveness. 

 

Table 2: Analysis has been completed based on the top 5 rule groups. 

No. Events No of alerts 

1 Configuration Assessment (SCA) 397 alarms 

2 Windows 38 

3 Windows Security 21 

4 Policy 17 

5 Windows application 13 

 

 

4.2.2 Report on Integrity Monitoring 

The integrity monitoring report gave a thorough explanation of system integrity over time based on Figure 10 and 

the values are also shown in Table 3. 

 

 

Figure 10: Wazuh alert Summary 

 

 

Table 3: Analysis of integrity report 

No. Events No of Count 

1 c:\source_code1\new text document.txt File added to the system 1 

2 c:\source_code1\new text document.txt File deleted 1 

3 c:\source_code1\new text document.txt Integrity checksum changed 1 

4 c:\source_code1\sample_file.txt File added to the system 1 

5 c:\source_code2\new_file.txt File added to the system. 1 

 

5 CONCLUSIONS 

The major goal of this project is to deploy the Wazuh SIEM system into place, which might improve the apparel 

sector’s threat monitoring and detection system. Along with assuring adherence to security policies, this system can 

also identify proactive threats. The SIEM system is implemented using the Wazuh Manager, Wazuh Agents, and 

Wazuh Indexer. The following are advantages that users of the Wazuh security system will experience: 
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1. Users ought to be able to identify possible security threats and lessen their ability to affect the system. 

2. A centralized management system that facilitates the assessment of the ICT security system. 

3. Although Wazuh is an open-source solution, it is a well-known and efficient SIEM system at a reasonable 

price. 

4. An automated reporting system that may help to comply with the regulatory requirements. 
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